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Covert and Secure Transmissions for IRS-Enabled
Wireless Communication Systems

Yihuai Yang, Bin Yang, Shikai Shen, Yumei She, Xiaohong Jiang and Tarik Taleb

Abstract—This paper explores the covert and secure transmis-
sions in an intelligent reflecting surface (IRS)-enabled wireless
communication system. With the help of an IRS, a transmitter
(Lisa) attempts to conduct secure transmission with a receiver
(Tony) against an eavesdropper intercepting the transmission
content and also simultaneously conducts covert transmission
with another receiver (John) against a warden detecting the
transmission process. To achieve this goal, Lisa selectively trans-
mits covert signals in random time slots to prevent the warden’s
detection while also continuously transmitting secure signals in
all time slots. We first derive the detection performance at the
warden under the underlay and overlay modes, respectively.
Both secure and covert transmissions use the same spectrum
resource under the underlay mode, while they use orthogonal
spectrum resources under the overlay mode. We then model the
covert and secrecy rate performances under these two modes. For
each mode, we formulate an optimization problem that jointly
optimizes covert transmit power, total transmit power at Lisa,
and IRS reflect beamforming to achieve covert rate maximization
while satisfying covertness and secrecy requirements. We also
propose a hybrid mode under which Lisa can flexibly switch
between the underlay and overlay modes to further improve
covert rate performance with secrecy rate constraint. We present
numerical results to explore how some key parameters affect the
covert rate performance and also to reveal our findings.

This work is supported in part by the National Natural Science Foundation
of China under Grant 62372076, in part by the Joint Fund for Basic Research
of Local Universities in Yunnan Province under Grant 202401BA070001-
109, in part by the Yunnan Key Laboratory of Cross-border Digital Economy
under Grant 2025RD4916CE340007, in part by the Education Department
Research Foundation of Anhui Province under Grant DTR2023051, in part
by the Innovation Research Team on Future Network Technology of Chuzhou
University, in part by the Innovation Team on Smart Home Appliance Security
and Applications of Chuzhou City, in part by the Innovative Research Team on
Application of Big Data and Financial Technology of Chuzhou University, in
part by the Federal Ministry of Research, Technology, and Space (BMFTR),
Germany, through the Project 6GEM+ under Grant 16KIS2411, in part by
the European Union’s Horizon Europe research and innovation programme
under the 6G-Path project under Grant 101139172, and in part by the Yunnan
Provincial Major Science and Technology Special Program under Grant
202602AC080004. (Corresponding author: Bin Yang; Shikai Shen).

Yihuai Yang is with the School of Information Engineering, Kunming
University, Kunming 650214, China (e-mail: Yihuai Yang@126.com).

Bin Yang is with the School of Computer and Information En-
gineering, Chuzhou University,Chuzhou 239000,China (e-mail: yang-
binchi@gmail.com).

Shikai Shen is with the School of Electronic Information and Automa-
tion, Dianchi College, Kunming 650228, China, the School of Information
Engineering, Kunming University, Kunming 650214, China, and also with
the Yunnan Key Laboratory of Intelligent Logistics Equipment and Systems,
Kunming 650214, China(e-mail: kmssk2000@sina.com).

Yumei She is with the School of Mathematics and Computer
Science, Yunnan Minzu University, Kunming 650500, China (e-mail:
sheym1965@126.com).

Xiaohong Jiang is with the School of Systems Information Science, Future
University, Hakodate 041-8655, Japan (e-mail: jiang@fun.ac.jp).

Tarik Taleb is with the Electrical Engineering and Information Tech-
nology, Ruhr University Bochum, 44801 Bochum, Germany (e-mail:
tarik.taleb@rub.de).

Keywords-Intelligent reflecting surface (IRS), Covert transmis-
sion, Secure transmission, Internet of Things.

I. INTRODUCTION

In the last decade, wireless communication systems (WCSs)
have experienced an unprecedented proliferation of mobile de-
vices and a sharp rise of emerging Internet of things (IoT) ap-
plications, such as intelligent reflecting surface (IRS)-assisted
communication, covert transmission, and edge computing with
unmanned aerial vehicles (UAVs) [1]–[4]. Due to the inherent
broadcast nature of wireless signals, WCSs are vulnerable to
information leakage. Conventional cryptographic techniques
typically require considerable computational complexity and
energy consumption, which may not be suitable for resource-
constrained IoT devices. Recently, physical layer security
(PLS) has emerged as a promising paradigm that exploits
channel randomness to enhance transmission security [5]–[9].

PLS techniques can be broadly categorized into secure
transmission and covert transmission [10], [11]. Secure trans-
mission aims to protect confidential information from eaves-
dropping, whereas covert transmission conceals the very ex-
istence of communication activities. Extensive studies have
investigated secure transmissions [12]–[21] and covert trans-
missions [22]–[37] separately. However, in many practical
IoT and mission-critical applications, multiple malicious at-
tacks may coexist. Some adversaries attempt to eavesdrop
on transmitted data, while others seek to detect the pres-
ence of communication activities. For instance, in military
tactical networks, UAV reconnaissance missions, undercover
law enforcement operations, emergency response coordination
systems, and critical infrastructure monitoring, attackers may
not only intercept confidential data but also conduct spectrum
monitoring to identify active transmissions. Similarly, in smart
grid control networks and industrial IoT systems, traffic de-
tection alone may reveal sensitive system states even without
successful decoding. These scenarios indicate that secrecy
alone is insufficient if transmissions remain detectable, while
covert communication without adequate confidentiality may
still result in data leakage.

Such practical considerations naturally motivate the joint
design of secure and covert transmission mechanisms, which
has recently attracted growing attention [38]–[45]. In these
scenarios, sensitive data transmissions are exposed to both
interception and traffic analysis attacks, where unauthorized
entities may attempt not only to recover the transmitted content
but also to infer communication patterns to extract critical
system information. Motivated by these practical requirements,
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existing works have investigated joint designs in relay-assisted
systems, UAV-enabled networks, and cooperative jamming
frameworks. However, most of these approaches rely on active
relaying, artificial noise generation, cooperative jamming, or
UAV trajectory optimization, which may introduce additional
power consumption, hardware complexity, and deployment
constraints.

Meanwhile, intelligent reflecting surface (IRS) has emerged
as a promising technology for reconfiguring the wireless
propagation environment in a programmable manner [46]–
[48]. By intelligently adjusting the phase shifts of its passive
elements, IRS enables passive beamforming to enhance le-
gitimate links and suppress undesired signal leakage without
requiring additional transmit power or active radio-frequency
chains. In the context of PLS, IRS has been widely investigated
to improve secrecy performance by strengthening legitimate
channels and degrading eavesdropping links [14], [16], [49],
[50]. Moreover, IRS has also been exploited to facilitate covert
communications by shaping spatial signal distributions and
increasing detection uncertainty at the warden [35]–[37]. Some
preliminary efforts have begun to explore joint secure and
covert designs in IRS-enabled systems [43], [51]. These results
demonstrate the significant potential of IRS in enhancing either
confidentiality or transmission stealth individually. However,
existing studies typically assume fixed spectrum-access models
or specific system configurations. A systematic investigation
of joint secure-and-covert transmission design in IRS-enabled
systems under multiple spectrum-sharing modes remains lack-
ing. In particular, the impact of underlay, overlay, and adaptive
hybrid spectrum-sharing strategies on the secrecy–covertness
trade-off has not yet been comprehensively characterized. The
main contributions of this study are summarized as follows:

• We consider an IRS-enabled WCS, where with the as-
sistance of an IRS that passively reconfigures the wire-
less propagation environment, a transmitter attempts to
conduct secure transmission with a receiver, and also to
conduct covert transmission with another receiver in the
presence of both an eavesdropper and a warden. In the
WCS, we derive the expressions for the false alarm rate
and miss detection rate under the underlay and overlay
modes, respectively. We then further derive the optimal
detection thresholds for achieving the minimum total
detection error rates under these modes.

• Under each mode, we formulate covert rate maximization
as an optimization problem subject to the requirements
of covertness and secrecy. We further jointly optimize the
covert transmit power, total transmit power at Lisa, and
IRS reflect beamforming to obtain the maximum covert
rate while satisfying secure transmission requirement.

• We further propose a hybrid mode to obtain a better
covert rate performance with secrecy rate constraint.
Under the mode, the legitimate transmitter can flexibly
switch between the underlay and overlay modes.

• We conduct extensive numerical results to explore the
impact of some crucial parameters on covert transmission
performance while satisfying the requirements for se-
cure transmission under the underlay, overlay and hybrid

modes. We also do a performance comparison study be-
tween our IRS-aided scenario and no IRS-aided scenario.

The rest of this paper is structured as follows: Section II
introduces the system model, while Section III concentrates
on examining the detection performance from the warden’s
perspective. Sections IV, V, and VI delve into covert trans-
missions under the underlay mode, overlay mode, and hybrid
mode, respectively. Section VII provides numerical results, and
Section VIII concludes this work.

In this paper, vectors and matrices are denoted by bold low-
ercase and uppercase letters, respectively. The abbreviations
and notations used throughout the paper are summarized in
Table I.

TABLE I
ABBREVIATION AND NOTATIONS

Abbreviation Description
/Notations

IRS Intelligent Reflecting Surface
CSI Channel State Information
PN Pseudo Noise

AWGN Additive White Gaussian Noise
SINR Signal-to-Interference-plus-Noise Ratio
SNR Signal-to-Noise Ratio
CVX Convex Optimization Toolbox
NLoS Non-Line-of-Sight

Channel vector fading coefficient
hXY between nodes X and Y
Θ The diagonal phase-shifting matrix of IRS
P The total transmit power limit of Lisa
ε Covertness requirement

xs,xc The secure and covert vector signals, respectively
Transmit powers of secure and covert signals,

Ps, Pc respectively
σ2
T , σ2

J Noise variances at Tony and John, respectively
Noise variances at Eavesdropper and Warden,

σ2
E , σ2

W respectively
Covert rates under underlay and overlay mode,

RU
c , RO

c respectively
Secrecy rates under underlay and overlay mode,

RU
s , RO

s respectively

II. SYSTEM MODEL

A. System Model

As illustrated in Fig. 1, we examine an IRS-enabled wireless
communication system with the requirements of simultaneous
covert and secure transmissions. The system is composed
of a source (Lisa), two authorized users (Tony and John),
an IRS, and two unauthorized users (an Eavesdropper and
a Warden). Due to fading effects caused by obstacles such
as forests or tall buildings, both Tony and John, as well
as Warden and Eavesdropper, are unable to receive Lisa’s
signals directly. They all take advantage of the same IRS in an
attempt to obtain their respective useful signals. In this study,
Lisa simultaneously sends covert and secure message to both
John and Tony. John desires to covertly obtain information
without being detected by the Warden, while Tony seeks to
securely obtain information without being intercepted by the
Eavesdropper. We explore two modes of spectrum resource
sharing: underlay and overlay. In the underlay mode, Lisa
transmits covert and secure signals over the same frequency
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Fig. 1. System Model

band, inevitably causing interference at the receiving nodes,
which impacts both legitimate and unauthorized users.

In contrast, the overlay mode employs a more sophisticated
strategy. Lisa transmits secure signals to Tony on frequency
f1, while simultaneously sending covert signals to John on a
separate frequency f2. The considerable separation between f1
and f2 ensures that there is no interference between the covert
and secure signals at any of the receiving nodes. Moreover,
Lisa can dynamically switch between the overlay and underlay
modes by controlling whether the covert and secure signals are
transmitted on the same frequency band. In practice, Lisa may
employ orthogonal frequency-division multiplexing (OFDM)
to implement the overlay strategy, assigning different subcar-
riers (or sub-bands) to covert and secure transmissions. The
orthogonality of OFDM subcarriers helps eliminate mutual
interference while enhancing spectral efficiency.

B. Channel Model

In this work, covert communication is embedded within
ongoing secure transmissions. Specifically, the transmitter
continuously sends secure signals, while covert signals are
superimposed in selected time slots according to a pre-shared
random sequence. Thus, the warden’s task is to distinguish

between “secure transmission only” and “secure transmission
with additional covert signaling”, i.e., detecting the presence
of covert information embedded within ongoing transmissions.

We consider a discrete time-slotted block fading channel,
where each time slot (or fading block) spans L symbols. Lisa
transmits both a secure signal vector xs and a covert signal
vector xc simultaneously in each time slot, with the assistance
of an Intelligent Reflecting Surface (IRS). Each element of xs

and xc is independently drawn from a circularly symmetric
complex Gaussian distribution, i.e., xs[i], xc[i] ∼ CN (0, 1),
independently for all i.

Lisa transmits xs continuously across all slots, while
xc is transmitted only in selected slots according to
a pre-shared Pseudo-Noise (PN) sequence. Let xs =
[xs[1], xs[2], . . . , xs[L]] and xc = [xc[1], xc[2], . . . , xc[L]],
where L denotes the number of symbols per time slot (or
fading block), and we assume L → ∞ for analytical tractabil-
ity.

Each symbol is subject to a unit power constraint, specif-
ically, E[|xs[i]|2] = 1 and E[|xc[i]|2] = 1 for all i ∈
{1, 2, . . . , L}, where E[·] denotes the expectation operator.

The total transmit power is denoted by P = Ps + Pc,
constrained by 0 < P ≤ Pmax, where Ps and Pc represent
the transmit powers allocated to the secure and covert trans-
missions, respectively, and Pmax is the maximum allowable
transmit power at the transmitter.

We use L, J , T , E, W , and I to denote Lisa, John,
Tony, Eavesdropper, Warden, and IRS, respectively. The chan-
nel from node X to node Y is denoted as hXY , where
X,Y ∈ {L, J, T,E,W, I}. All users are assumed to be slot-
synchronized. We adopt a quasi-static Rayleigh fading channel
model in which the channel coefficients remain constant within
each slot but change independently from one slot to the next.
We assume that the eavesdropper behaves as an active but
untrusted user participating in the network, which enables
the transmitter to estimate its channel state information (CSI)
via standard pilot-based methods or long-term channel learn-
ing [38], [39]. In addition, its approximate location may be
obtained through sensing or network-side information, which
can further assist channel estimation. In contrast, the warden
is passive and does not transmit any pilots, preventing the
transmitter from acquiring its instantaneous CSI. Instead, only
approximate location information of the warden is assumed
to be available, which may be obtained through long-term
observation or deployment knowledge. Such a modeling ap-
proach allows tractable analysis of the considered system.
In practice, only partial or statistical CSI may be available,
which can be incorporated into a robust design framework.
This setup corresponds to a conservative design, where the
warden is assumed to have full CSI for detection and thus
strong detection capability, while the transmitter operates with
limited information [35], [52].

C. IRS Model
We consider an intelligent reflecting surface (IRS) consist-

ing of N passive reflecting elements, which aims to maximize
the covert transmission rate for John while satisfying the
secrecy rate requirement for Tony.
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The IRS reflection matrix is denoted as Θ =
diag

(
q1e

jθ1 , q2e
jθ2 , . . . , qNejθN

)
, where Θ ∈ CN×N is a

diagonal matrix. Here, θn ∈ [0, 2π) and qn ∈ [0, 1] denote the
phase shift and amplitude reflection coefficient of the n-th IRS
element, respectively, for n = 1, 2, . . . , N . Each IRS element
adjusts the incident signal by applying a complex reflection
coefficient qne

jθn , allowing flexible control of the wireless
propagation environment.

D. Detecting Decision at Warden

From the Warden’s perspective, decisions are made by
assessing observations to determine whether communication
between Lisa and John is taking place. As a result, Warden
utilizes binary hypothesis testing to evaluate the observed
data. Under the null hypothesis, H0, it is assumed that Lisa
is not presently transmitting a covert signal. Conversely, the
alternative hypothesis, H1, posits the existence of an ongoing
covert transmission.

By assessing the received signal power, the Warden deter-
mines whether Lisa transmitted covert information. Denoted
as D0 and D1, these represent Warden’s decisions in favor of
H0 and H1, respectively. Thus, the overall detection error rate
at Warden is expressed as

ξ = π0P {D1|H0 }+ π1P {D0 |H1 } , (1)

where, π0 and π1 are the priori probabilities for the hypothesis
H0 and H1, respectively. Then, we define the false alarm
probability as PFA = P {D1 |H0 } and the missed detection
probability as PMD = P {D0 |H1 }. Under the assumption
of equal a priori probabilities for the null and alternative
hypotheses (i.e., π0 = π1 = 0.5), this choice is grounded in the
principle of indifference. When there is no prior knowledge or
reason to favor one hypothesis over the other, assigning equal
probabilities ensures a neutral starting point before observing
any data. The total detection error rate, ξ, is simplified as:

ξ = PFA + PMD, (2)

which serves as a measure of covertness.
Given these assumptions, we utilize yUW [i] and yOW [i] to

denote the received signal at Warden for the i-th channel use
under the underlay and overlay modes, respectively.

1) Underlay Mode: As depicted in Fig.1(a), under the
underlay mode, the received signal at Warden for the i-th
channel use is expressed as

yU
W [i] =


√

Ps(hIWΘhLI)xs [i] + nW [i] , H0√
Ps(hIWΘhLI)xs [i] + nW [i]

+
√
Pc(hIWΘhLI)xc [i], H1

(3)

where the noise at Warden is denoted as nW ∼ CN (0, σ2
W ).

The objective of Warden is to discern whether yU
W [i] orig-

inates from the interference plus noise or if it includes Lisa’s
signal along with the interference and noise in the interference-
limited network. A radiometer is adopted by Warden as the
detector, and the received average power of Warden under the
underlay mode in a slot is calculated as

TU =
1

L

L∑
i=1

∣∣yU
W [i]

∣∣2 . (4)

Conditioned on the quasi-static channel realization within
each fading block, yU

W [i] is a linear combination of indepen-
dent circularly symmetric complex Gaussian signals and ad-
ditive Gaussian noise. Hence, it remains circularly symmetric
complex Gaussian distributed, and its variance depends on the
hypothesis. Accordingly, we have

CN
(
0, |hIWΘhLI|2Ps + σ2

W

)
, H0

CN
(
0, |hIWΘhLI|2Pc + |hIWΘhLI|2Ps + σ2

W

)
, H1

(5)
Subsequently, the average signal power at Warden under the

underlay mode is determined by

TU =

{
|hIWΘhLI|2Ps + σ2

W , H0

|hIWΘhLI|2Pc + |hIWΘhLI|2Ps + σ2
W , H1

(6)
In the pursuit of minimizing detection errors, Lisa employs

the optimal Neyman-Pearson test [53]. The threshold for the
average received power in a time slot is specified as

TU
D1

≷
D0

γU , (7)

where γU is the chosen threshold under the underlay mode.
To optimize Warden’s detection performance, Warden will
optimize γU to attain the minimum value of ξU , denoted as
ξ∗U . Consequently, the covertness constraint can be formulated
as

ξ∗U ≥ 1− ε, ε ≥ 0, (8)

where, ε represents the covertness requirement, serving as a
very small value to ensure robust covertness and push Warden
into the regime of high detection errors.

2) Overlay Mode: As illustrated in Fig.1(b), under the
overlay mode, the received signal at Warden for the i-th
channel use is formulated as

yO
W [i] =

{
nW [i] , H0√
Pc(hIWΘhLI)xc [i] + nW [i] , H1

(9)

The objective of Warden is to ascertain whether yO
W [i] arises

solely from Gaussian white noise or if it incorporates Lisa’s
signal along with the noise. In this mode, the Warden also
utilizes a similar radiometer as that used in the underlay mode
for detection. Thus, the received average power of Warden
under the overlay mode for the i-th channel use is determined
by

TO =
1

L

L∑
i=1

∣∣yO
W [i]

∣∣2. (10)
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Given the independent and i.i.d. nature of the received
vector yO

W [i] at Warden, it conforms to a distribution specified
by {CN (

0, σ2
W

)
, H0

CN
(
0, |hIWΘhLI|2Pc + σ2

W

)
. H1

(11)

Following this, the average signal power at Warden under the
overlay mode is calculated as

TO =

{
σ2
W , H0

|hIWΘhLI|2Pc + σ2
W , H1

(12)

Under this mode, Lisa also employs the LRT. The threshold
test on the average received power in a slot is expressed as

TO
D1

≷
D0

γO, (13)

where, γO is the chosen threshold under the overlay mode.
For optimal enhancement of Warden’s detection perfor-

mance, Warden will carefully select the γO to achieve the
minimum value of ξO, denoted as ξ∗O. Accordingly, the covert-
ness constraint can be expressed as

ξ∗O ≥ 1− ε, ε ≥ 0, (14)

where ε is a very small value.

III. DETECTION PERFORMANCE OF WARDEN

In this section, we explore the false alarm rate and miss
detection rate at the warden from his perspective under both
underlay and overlay modes.

A. Underlay Mode

Lemma 1. under the underlay mode, the false alarm rate
PU
FA and miss detection rate PU

MD at Warden are expressed
as follows

PU
FA =


1, γU < σ2

W

exp

[
λA

(σ2
W−γU)
Ps

]
, σ2

W ≤ γU ≤ ϕ1

0, γU > ϕ1

(15)

and

PU
MD =


0, γU < ϕ1

1− exp
[
λA

(
σ2
W−γU

Pc+Ps

)]
, ϕ1 ≤ γU ≤ ϕ2

1, γU > ϕ2

(16)

where ϕ1 = |hIWΘhLI|2Ps + σ2
W ,

ϕ2 = |hIWΘhLI|2Pc + |hIWΘhLI|2Ps + σ2
W and

|hIWΘhLI|2 follows an exponential distribution with
parameter λA.

B. Overlay Mode

Lemma 2. under the overlay mode, the false alarm rate PO
FA

and miss detection rate PO
MD at Warden are expressed as

follows

PO
FA =

{
1, γO < σ2

W

0, γO ≥ σ2
W

(17)

and

PO
MD =


0, γO < σ2

W

1− exp
[
λA

(
σ2
W−γO

Pc

)]
, σ2

W ≤ γO ≤ ϕ1

1. γO > ϕ1

(18)

IV. COVERT TRANSMISSION UNDER UNDERLAY MODE

In this section, under the underlay mode, we first examine
the covert transmission requirement and secrecy rate con-
straint. Next, we derive the transmission outage probability
from Lisa to John with the assistance of an IRS. Based on this
probability, we calculate the covert rate for John and formulate
an optimization problem to maximize his covert rate, and solve
it.

A. Covert transmission Requirement

Theorem 1. We use γ∗
U to denote the optimal value of γU

achieving minimum ξU of Warden, and then

γ∗
U = ϕ1, (19)

where ϕ1 = |hIWΘhLI|2Ps + σ2
W and the corresponding

minimum detection error rate of Warden is given by

ξ∗U = min

[
exp (η) , 1− exp

(
η

Pc + Ps

)]
, (20)

where η = −λA|hIWΘhLI|2.

B. Secrecy Rate Constraint

We assume that Tony is unaware of the PN sequence shared
between Lisa and John. So, when Lisa transmits both covert
and secrecy signals, the signal received by Tony under the
underlay mode is expressed as follows:

yU
T [i] =

√
Ps (hITΘhLI)xs [i]+√
Pc (hITΘhLI)xc [i] + nT [i] ,

(21)

where nT[i] represents the additive white Gaussian noise
(AWGN) signal received at Tony for the i-th channel use,
and nT follows a complex normal distribution, specifically
nT[i] ∼ CN (0, σ2

T ).
Hence, the Signal-to-Interference-plus-Noise Ratio (SINR)

under the underlay mode is given by

ΓU
T =

Ps|hITΘhLI|2

Pc|hITΘhLI|2 + σ2
T

, (22)
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where σ2
T represents the variance of Gaussian white noise

received by Tony.
For current slot, the Eavesdropper receives signal expressed

as

yU
E [i] =

√
Ps (hIEΘhLI)xs [i]+√
Pc (hIEΘhLI)xc [i] + nE [i] ,

(23)

where the noise at the Eavesdropper is denoted as nE ∼
CN (0, σ2

E).Therefore, the SINR for the Eavesdropper under
the underlay mode is:

ΓU
E =

Ps|hIEΘhLI|2

Pc|hIEΘhLI|2 + σ2
E

, (24)

where the Eavesdropper’s noise variance is denoted as
σ2
E .Hence, the secrecy rate at Tony under the underlay mode

is expressed as

RU
s =

[
log2

(
1 + ΓU

T

)
− log2

(
1 + ΓU

E

)]+
, (25)

where [z]
+ ∆
= max (z, 0).

C. Transmission Outage Probability
When Lisa simultaneously transmits both covert and secure

signals under the underlay mode, the received signal at John
can be expressed as

yU
J [i] =

√
Pc (hIJΘhLI)xc [i] +√
Ps (hIJΘhLI)xs [i] + nJ [i] ,

(26)

where nJ[i] and σ2
J denote the receive AWGN signal at John

for the i-th channel use, and the noise variance, respectively.
Thus, the SINR at John is given by

ΓU
J =

Pc|hIJΘhLI|2

Ps|hIJΘhLI|2 + σ2
J

. (27)

To ensure quality of service (QoS), we require a desired
transmission rate R from Lisa to John. Due to the uncertainty
of interference and noise, The outage from Lisa to John will
occur once if log2

(
1 + ΓU

J

)
< R.

Lemma 3. The transmission outage probability δUJ from Lisa
to John, assisted by an IRS under the underlay mode, is
expressed as

δUJ = 1− exp

[
−

λBσ
2
J

(
2R − 1

)
Pc − Ps (2R − 1)

]
, (28)

where λB is the rate parameter of the exponential distribution
of |hIJΘhLI|2.

D. Covert Rate
Building upon the result of Lemma 3, the covert rate under

the underlay mode, denoted as RU
c , from Lisa to John with

the assistance of an IRS is determined as follows

RU
c = κ

(
1− δUJ

)
= κ exp

[
−

λBσ
2
J

(
2R − 1

)
Pc − Ps (2R − 1)

]
, (29)

where κ is the coefficient of the preset desired transmission
rate R.

E. Problem Formulation

To maximize the covert rate under the underlay mode, this
section jointly optimizes the covert and the total transmit
powers of Lisa, as well as the configurations of the IRS. This is
an optimization problem with the constraints of the covertness
requirement, the amplitude and phase-shift of the elements on
the IRS, and the limitations of maximum covert and the total
transmit powers of Lisa, which is formulated as

P1 : max
Pc,P,Θ

RU
c = κ exp

[
−λBσ

2
J

(
2R − 1

)
Pc − Ps (2R − 1)

]
(30a)

s.t. ξ∗U ≥ 1− ε, (30b)

RU
s ≥ Rmin

s , (30c)
0 ≤ qn ≤ 1,∀n = 1, 2, · · · ,N, (30d)
0 ≤ θn ≤ 2π,∀n = 1, 2, · · · ,N, (30e)
0 < Pc ≤ Pcmax, (30f)
0 < P ≤ Pmax, (30g)

where (30b) is the covertness constraint corresponding to
the worst case at the Warden, (30c) represents the se-
cure rate constraint, indicating the QoS requirement. Here,
Rmin

s denotes the minimum secure rate requirement for Tony,
Equations (30d) and (30e) represent the constraints for the
amplitude and phase shift of the reflecting elements, respec-
tively. Meanwhile, Equations (30f) and (30g) correspond to the
covert and total communication transmit power requirements,
respectively. Pcmax and Pmax denote the maximum covert
and total transmit powers of Lisa, respectively. Addressing
this problem is challenging, given the intricate interdepen-
dence of the optimization variables Pc, P , and Θ, together
with the non-convex nature of the optimal problem P1. To
address the non-convexity issue in problem P1, we employ
a strategy of transforming it into a convex counterpart. We
then solve the resulting transformed convex problem using
CVX, a MATLAB-based convex optimization framework that
simplifies the formulation and solving of convex optimization
problems [54], [55].

F. Problem Solution

When Lisa transmits both covert and secure signals, We
observe from Equation (6) that the average power received at
the Warden under the underlay mode as

(Pc + Ps) |hIWΘhLI|2 + σ2
W , (31)

which can be rearranged as

(Pc + Ps)

∣∣∣∣∣σ2
IW

N∑
n=1

|hLIn | qnej(θn+arg(hIWn )+arg(hLIn ))

∣∣∣∣∣
2

+ σ2
W .

(32)

To minimize the received signal power at the Warden, we
have designed the optimal phase shift of the IRS as follows
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θ∗n = − (arg (hITn) + arg (hLIn)) ,∀n = 1, 2, · · · , N (33)

and (32) is simplified as

(Pc + Ps)σ
2
IW

(
N∑

n=1

q2n|hLIn |
2

)
+ σ2

W

=PA+ σ2
W .

(34)

Here, as denoted before, P = Ps + Pc, and A =

σ2
IW

(∑N
n=1 q

2
n |hLIn |

2
)

. Therefore, the optimal problem P1

can be reformulated as P1.1.

P1.1 : max
Pc,P,qn

RU
c = κ exp

[
−λBσ

2
J

(
2R − 1

)
Pc − Ps (2R − 1)

]
(35a)

s.t. ξ∗U ≥ 1− ε, (35b)

RU
s ≥ Rmin

s , (35c)
0 ≤ qn ≤ 1,∀n = 1, 2, · · · ,N, (35d)
0 < Pc ≤ Pcmax, (35e)
0 < P ≤ Pmax. (35f)

We employ the Block Coordinate Descent (BCD) algorithm,
which fixes the total power of Lisa, P , and the amplitude qn
of the reflecting elements matrix on the IRS. We then discuss
the monotonicity of Pc. To determine the monotonicity of RU

c

with respect to Pc, we examine the derivatives of RU
c with

respect to Pc, which is expressed as

∂RU
c

∂Pc
=

κλBσ
2
J

(
2R − 1

)
[Pc − Ps (2R − 1)]

2
exp

[
λBσ2

J (2
R−1)

Pc−Ps(2R−1)

] > 0. (36)

So, RU
c is a monotonically increasing function of Pc. There-

fore, to maximize the covert rate, Lisa should transmit the
covert signal with the maximum allowable transmit power
under the covert transmission requirement and the secrecy rate
power constraint.

Proposition 1. The objective function given by Equa-
tion (35a) is convex over the domain Pc − βPs > 0.

Next, we discuss the covert constraint (35b). We observe
from (34) that the covertness requirement (35b) can be refor-
mulated as PA+σ2

W ≤ V (τ) for a given τ , where V (τ) repre-
sents the value of (PA+σ2

W ) that satisfies (35b). Then, (35b)
can be reformed as the following convex formulation

Pσ2
IW qTHLIq + σ2

W ≤ V U (τ) . (37)

where q = [q1, q2, · · · , qN ]
T , qn is the i-th element of q.

Now, the optimization problem P1.1 remains non-convex
due to the inclusion of secure rate constraints, as expressed
in (35c). Given a pre-set minimum secure rate Rmin

s > 0,
it follows that RU

s is non-negative. Consequently, we can
simplify equation (25) as

RU
s = log2

(
1 + ΓU

T

)
− log2

(
1 + ΓU

E

)
. (38)

To reveal the non-convexity of (35c), we reformulate (38)
as

RU
s = ϑ1 − ϑ2, (39)

where 

ϑ1 = log2

(
P |hITΘhLI|2 + σ2

T

)
+log2

[
(P − Ps) |hIEΘhLI|2 + σ2

E

]
,

ϑ2 = log2

(
P |hIEΘhLI|2 + σ2

E

)
+log2

[
(P − Ps) |hITΘhLI|2 + σ2

T

]
.

(40)

Then, by employing the difference of convex functions (DC)
method, we approximate ϑ2 as ϑ̃2 as

ϑ̃2 (P ) =ϑ2 (P (µ− 1))

−∇ϑ2 (P (µ− 1)) (P − P (µ− 1)) ,
(41)

where ∇ is the gradient operator, µ is the iteration number,
and ∇ϑ2 (P (µ− 1)) is calculated as

∇ϑ2 (P (µ− 1)) =
|hIEΘhLI|2

ln 2
(
P (µ− 1)|hIEΘhLI|2 + σ2

E

)
+

|hITΘhLI|2

ln 2
[
(P (µ− 1)− Ps)|hITΘhLI|2 + σ2

T

] .
(42)

We approximate (35c) as ϑ1 − ϑ̃2 − Rmin
s ≥ 0, which is

concave. Thus, we can express the optimal problem P1.1
as P1.2.

P1.2 : max
Pc,P,qn

RU
c = κ exp

[
−λBσ

2
J

(
2R − 1

)
Pc − Ps (2R − 1)

]
(43a)

s.t. Pσ2
IW qTHLIq + σ2

W ≤ V U (τ) , (43b)

ϑ1 − ϑ̃2 −Rmin
s ≥ 0, (43c)

0 ≤ qn ≤ 1,∀n = 1, 2, · · · ,N, (43d)
0 < Pc ≤ Pcmax, (43e)
0 < P ≤ Pmax. (43f)

Now, the optimization problem P1.2 is convex and can be
effectively solved using CVX, i.e., a Matlab-based modeling
package designed for convex program specification and solu-
tion [54], [55].

V. COVERT TRANSMISSION UNDER OVERLAY MODE

In this section, under the overlay mode, we first inves-
tigate the covert transmission requirement and secrecy rate
constraint. Subsequently, we analyze the transmission outage
probability from Lisa to John with the assistance of an IRS.
Using this probability, we calculate John’s covert rate and
model an optimization problem to maximize it.
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A. Covert Transmission Requirement

Theorem 2. We use γ∗
O to denote the optimal value of γO

achieving minimum ξO of Warden. Then, we have

γ∗
O = σ2

W , (44)

and the corresponding minimum detection error rate of War-
den is given by

ξ∗O = 0. (45)

B. Secrecy Rate Constraint

Under the overlay mode, Lisa efficiently avoids signal
interference by transmitting covert and secrecy signals on
separate non-interfering channels. Consequently, at the respec-
tive receiving nodes, signals remain undisturbed by mutual
interference. So, when Lisa transmits both covert and secrecy
signals under the overlay mode, the expression for the received
signal at Tony is given by

yO
T [i] =

√
Ps (hITΘhLI)xs [i] + nT [i] . (46)

Hence, the Signal-to-Noise Ratio (SNR) at Tony is

ΓO
T =

Ps|hITΘhLI|2

σ2
T

. (47)

At the same time, the signal received by the Eavesdropper is
formulated as

yO
E [i] =

√
Ps (hIEΘhLI)xs [i] + nE [i] . (48)

Hence, the SNR for the Eavesdropper is given by

ΓO
E =

Ps|hIEΘhLI|2

σ2
E

, (49)

where Eavesdropper’s noise variance is denoted as σ2
E . As

a result, the secrecy rate at Tony under the overlay mode is
expressed as

RO
s =

[
log2

(
1 + ΓO

T

)
− log2

(
1 + ΓO

E

)]+
, (50)

where [z]
+ ∆
= max (z, 0).

C. Transmission Outage Probability

When Lisa transmits both covert and secure signals under
the overlay mode, the received signal at John can be expressed
as

yO
J [i] =

√
Pc (hIJΘhLI)xc [i] + nJ [i] . (51)

Thus, the Signal-to-Noise Ratio (SNR) at John is given by

ΓO
J =

Pc|hIJΘhLI|2

σ2
J

. (52)

Lemma 4. The transmission outage probability δOJ from Lisa
to John, assisted by an IRS under the overlay mode, is
expressed as

δOJ = 1− exp

[
−
λBσ

2
J

(
2R − 1

)
Pc

]
, (53)

where λB is the rate parameter of the exponential distribution
of |hIJΘhLI|2.

D. Covert Rate

Based on Lemma 4, we derive the covert rate, denoted as
RO

c , under the overlay mode for the communication from Lisa
to John with the assistance of an IRS. It is expressed as

RO
c = κ exp

[
−
λBσ

2
J

(
2R − 1

)
Pc

]
, (54)

where κ is the coefficient associated with the preset desired
rate.

E. Problem Formulation

In this subsection, we maximize the covert rate under the
overlay mode by jointly optimizing Lisa’s covert and total
transmit powers, along with IRS configurations. This is subject
to the same constraints as the underlay mode. The formulated
optimization problem is as follows

P2 : max
Pc,P,Θ

RO
c = κ exp

[
−
λBσ

2
J

(
2R − 1

)
Pc

]
(55a)

s.t. ξ∗O ≥ 1− ε, (55b)

RO
s ≥ Rmin

s , (55c)
0 ≤ qn ≤ 1,∀n = 1, 2, · · · ,N, (55d)
0 ≤ θn ≤ 2π,∀n = 1, 2, · · · ,N, (55e)
0 < Pc ≤ Pcmax, (55f)
0 < P ≤ Pmax, (55g)

where (55b) is the covertness constraint, (55c) is the secure
rate requirement, (55d) and (55e) are the constraints for the
amplitudes and phase shift of reflecting elements, respectively.
(55f) and (55g) represent the covert and the total transmit
power constraints, respectively.

F. Problem Solution

When Lisa transmits both covert and secure signals, we
observe from Equation (12) that the average power received
at the Warden under the overlay mode as

|hIWΘhLI|2Pc + σ2
W , (56)

which can be rearranged as

Pc

∣∣∣∣∣σ2
IW

N∑
n=1

|hLIn | qnej(θn+arg(hIWn )+arg(hLIn ))

∣∣∣∣∣
2

+ σ2
W .

(57)
To minimize the received signal power at the Warden, the
optimal phase shift of the IRS is strategically determined as
follows
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θ∗n = − (arg (hITn
) + arg (hLIn)) ,∀n = 1, 2, · · · , N (58)

and (57) is simplified as

Pcσ
2
IW

(
N∑

n=1

q2n|hLIn |
2

)
+ σ2

W

=PcA+ σ2
W ,

(59)

where as defined early, A = σ2
IW

(
N∑

n=1
q2n|hLIn |

2

)
. There-

fore, the optimal problem P2 can be reformulated as P2.1.

P2.1 : max
Pc,P,qn

RO
c = κ exp

[
−
λBσ

2
J

(
2R − 1

)
Pc

]
(60a)

s.t. ξ∗O ≥ 1− ε, (60b)

RO
s ≥ Rmin

s , (60c)
0 ≤ qn ≤ 1,∀n = 1, 2, · · · ,N, (60d)
0 < Pc ≤ Pcmax, (60e)
0 < P ≤ Pmax. (60f)

Similar to the approach used in the underlay mode, we
utilize the BCD algorithm, maintaining the total power P of
Lisa, and the amplitude qn of the reflecting elements matrix
on the IRS constant. We further determine the monotonicity
of RO

c with respect to Pc, and thus we derive the derivatives
of RO

c with respect to Pc as

∂RO
c

∂Pc
=

κλBσ
2
J

(
2R − 1

)
P 2
c exp

[
λBσ2

J (2
R−1)

Pc

] > 0. (61)

Hence, RO
c exhibits a monotonically increasing behavior with

respect to Pc. Consequently, to optimize the covert rate, Lisa
should transmit the covert signal at the maximum permissible
transmit power, adhering to both covert transmission require-
ments and secrecy rate power constraints.

Proposition 2. The objective function given by Equation
(60a) is convex for 0 < Pc <

α
2 .

Next, we discuss the covert constraint (60b). We observe
from (59) that the covertness requirement (60b) can be re-
formulated as PcA + σ2

W ≤ V O(τ) for a given τ , where
V O(τ) represents the value of (PcA+σ2

W ) that satisfies (60b).
Then, (60b) can be reformed as the following convex formu-
lation

Pcσ
2
IW qTHLIq + σ2

W ≤ V O (τ) , (62)

where q = [q1, q2, · · · , qN ]
T , qn is the i-th element of q. Now,

the optimization problem P2.1 remains non-convex due to
the inclusion of secure rate constraints, as expressed in (60c).
Given a pre-set minimum secure rate Rmin

s > 0, it follows that
RO

s is non-negative. Consequently, we can simplify equation
(21) as

RO
s = log2

(
1 + ΓO

T

)
− log2

(
1 + ΓO

E

)
. (63)

To address the non-convexity of (60c), we reformulate (63)
as follows

RO
s = ν1 − ν2, (64)

where

ν1 = log2

[
(P − Pc) |hITΘhLI|2 + σ2

T

]
+ log2

(
σ2
E

)
,

and ν2 = log2

[
(P − Pc) |hIEΘhLI|2 + σ2

E

]
+ log2

(
σ2
T

)
.

(65)

By employing the DC method, we approximate ν2 as ν̃2.
Then,

ν̃2 (Pc) =ν2 (Pc (µ− 1))

−∇ν2 (Pc (µ− 1)) (Pc − Pc (µ− 1)) ,
(66)

where ∇ is the gradient operator, µ is the iteration number,
and ∇ν2 (Pc (µ− 1)) is calculated as

∇ν2 (Pc (µ− 1))

=
|hIEΘhLI|2

ln 2
[
(P (µ− 1)− Pc) |hIEΘhLI|2 + σ2

E

] . (67)

We approximate (60c) as ν1 − ν̃2 − Rmin
s ≥ 0, which is

concave. Then, we can express the optimal problem P2.1
as the following P2.2.

P2.2 : max
Pc,P,qn

RO
c = κ exp

[
−λBσ

2
J

(
2R − 1

)
Pc

]
(68a)

s.t. Pcσ
2
IW qTHLIq + σ2

W ≤ V O (τ) ,
(68b)

ν1 − ν̃2 −Rmin
s ≥ 0, (68c)

0 ≤ qn ≤ 1,∀n = 1, 2, · · · ,N, (68d)
0 < Pc ≤ Pcmax, (68e)
0 < P ≤ Pmax. (68f)

Given that the optimization problem P2.2 is now convex, we
utilize CVX to solve this optimization problem.

VI. COVERT TRANSMISSION UNDER HYBRID MODE

In this section, we present a novel hybrid mode for Lisa,
the signal source, facilitating flexible transmission of both
covert and secure signals. The hybrid mode enables Lisa to
seamlessly transition between underlay and overlay modes,
enhancing covert performance based on specific operational
requirements.

A. Covert Rate Modeling

The covert rate under the hybird mode can be formulated
as

Rc = max
{
RU

c , R
O
c )
}
. (69)

where RU
c is determined by (29), while RO

c is determined by
(54).
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B. Covert Rate Maximization

We present an optimization problem aiming to maximize
the covert rate, taking into account constraints like the covert
requirement, secrecy rate, amplitudes, phase shifts of reflecting
elements, and limitation on transmit power.

P3 : max
Pc,P,Θ

Rc (70a)

s.t. ξ∗ ≥ 1− ε, (70b)

Rs ≥ Rmin
s , (70c)

0 ≤ qn ≤ 1,∀n = 1, 2, · · · ,N, (70d)
0 ≤ θn ≤ 2π,∀n = 1, 2, · · · ,N, (70e)
0 < Pc ≤ Pcmax, (70f)
0 < P ≤ Pmax, (70g)

where (70b) represents the covertness requirement, (70c)
is the secure rate requirement, (70d) and (70e) are the
constraints for the amplitudes and phase shift of reflecting
elements, respectively. (70f) represents the covert transmit
power constraint, and (70g) represents the total transmit power
constraint.

The optimal problem of (70) can be solved using the
following expression

R∗
c = max

{(
RU

c

)∗
,
(
RO

c

)∗}
, (71)

where (RU
c )

∗ and (RO
c )

∗ represent the optimal results of the
optimization problems P1.2 and P2.2, respectively.

VII. COMPUTATIONAL COMPLEXITY AND CONVERGENCE
ANALYSIS

A. Computational Complexity

In both underlay and overlay modes, each DC/SCA it-
eration solves a convex subproblem with decision variables
(P, Pc,q), where q ∈ RN dominates the dimension. Let n
be the number of real variables after CVX canonicalization.
We have n = Θ(N), while the number of affine/conic
constraints is m = Θ(N). Using primal–dual interior-point
methods, the per-iteration computational cost is cubic in the
effective problem size, i.e., O((n + m)3). Hence, the worst-
case complexity of solving one convex subproblem scales
approximately as O(N3), up to logarithmic accuracy factors
and problem-dependent constants. With I outer BCD iterations
and K inner DC/SCA iterations, the overall complexity is

O(IKN3). (72)

B. Convergence Analysis

The proposed algorithm follows a BCD framework com-
bined with DC/SCA approximations. At each iteration, a
convex surrogate problem is solved to optimality using a con-
vex solver. Under standard regularity conditions for SCA/DC
methods (e.g., local tightness and first-order consistency of
the surrogate functions, bounded feasible set due to power
constraints, and continuity of the involved mappings), the
objective sequence generated by the algorithm is bounded
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Fig. 2. Covert Rates versus Lisa’s Covert Transmit Power, Pc

and admits at least one accumulation point. Moreover, any
such accumulation point satisfies the first-order necessary
optimality conditions (i.e., it is a stationary point in the BCD
sense) of the original non-convex problem.

VIII. NUMERICAL RESULTS AND DISCUSSION

In the IRS-aided WCS, numerical results are presented to
examine the impact of some crucial parameters on covert
transmission performance while satisfying the requirements
for secure transmission. Unless specified otherwise, the pa-
rameter values can be found in TABLE II.

TABLE II
PARAMETERS

Parameters Values
Transmit powers of secure and covert signals, (Ps, Pc) 1.0 W

Covertness requirement (ε) 0.01
The maximum total transmit power of Lisa, (Pmax) 2.0 W

Variance noises at Tony and John (σ2
T , σ2

J ) 0.001 W
Variance noises at Warden and Eavesdropper (σ2

W , σ2
E ) 0.001 W

Coefficient of the preset desired rate, κ 1.5

Figure 2 shows how Lisa’s covert transmit power Pc affects
the covert rates across different transmission schemes. The
absence of an IRS results in a covert rate of zero, indicating the
lack of communication links between Lisa and John necessary
for establishing a covert transmission channel. Furthermore,
as depicted in Figure 2, under the underlay mode, the covert
rate gradually increases with the rise of Pc. This is because,
under the constraints of covert requirements, an increase in Pc

effectively enhances the covert signal strength. However, even
with the assistance of the IRS in the overlay mode, the covert
transmission requirement cannot be met beyond a certain level
of Pc. Consequently, the covert rate drops and remains at zero.
In the hybrid mode, Lisa selects the covert rate that offers
better performance with the aid of the IRS. Therefore, the
covert rate for the hybrid mode corresponds to the larger value
between the underlay and overlay modes.

Figure 3 illustrates the impact of Lisa’s maximum covert
transmit power Pcmax on the maximum covert rates under
different schemes. We observe that, as Pcmax increases, the
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Fig. 3. Maximum Covert Rates versus Lisa’s Maximum
Covert Transmit Power, Pcmax
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Fig. 4. Covert Rates versus Lisa’s Secure Transmit Power, Ps

maximum covert rate achieved by the scheme without IRS
assistance remains at zero, mirroring the situation depicted
in Fig. 2. Meanwhile, the maximum covert rates achieved
under both the underlay mode and the overlay mode with IRS
assistance gradually increase, reaching their respective optimal
values and remaining constant. The interference received by
John is smaller under the overlay mode compared to the un-
derlay mode, resulting in a two-fold effect. On one hand, less
interference leads to a faster increase in the maximum covert
rate of the overlay mode compared to the underlay mode. On
the other hand, the absence of protection from interference
of the secure signal prevents the covert requirement from
being met shortly after Pcmax increases. For the hybrid mode
assisted by the IRS, its maximum covert rate corresponds to
the larger value between the underlay and overlay modes. This
results in a graphical representation that initially increases
gradually, then remains constant, increases again, and finally
stabilizes.

Figure 4 investigates the impact of Lisa’s secure trans-
mit power Ps on the covert rates for different transmission
schemes. From Fig. 4, we observe that the covert rates
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Fig. 5. Maximum Covert Rates versus Lisa’s Maximum
Secure Transmit Power, Psmax

achieved by the IRS-assisted schemes in both the underlay
and overlay modes initially remain at zero. Subsequently, they
experience a sudden increase, with the covert rate under the
overlay mode jumping earlier than that under the underlay
mode. This discrepancy arises because, in the overlay mode,
the absence of interference from the covert transmission power
on the secure transmission channel enables the fulfillment
of the minimum required secure rate faster than under the
underlay mode. Both rates then decrease with the increase
of the secure transmit power Ps. This is because, as defined
before, the total transmit power of Lisa is expressed as
P = Ps + Pc. With a fixed value of P , an increase in
secure transmit power, Ps, leads to a decrease in the covert
transmit power, Pc, consequently resulting in a corresponding
decrease in the covert rates. For the hybrid mode, the covert
rate corresponds to the larger value between the overlay and
underlay modes. Therefore, its covert rate aligns with the data
from the overlay mode.

Figure 5 examines how Lisa’s secure transmit power Psmax

influences the maximum covert rates for various transmission
schemes. From Fig. 5, we observe that the maximum covert
rates in scenarios assisted by the IRS initially start at zero with
the increase of Psmax. They then sharply rise to high levels in
both underlay and overlay modes before gradually decreasing
to their optimal values and maintaining stability thereafter.
The reasons behind these phenomena can be attributed to the
initial small transmit power of the secure transmission signal,
which fails to meet the minimum secure transmission rate
requirement for achieving maximum covert rates. Notably, the
overlay mode benefits from an unaffected secure transmission
channel, allowing it to satisfy the minimum secure rate con-
straint earlier than the underlay mode with the increase of
Psmax. Consequently, the overlay mode transitions from zero
to a higher value earlier than the underlay mode. Subsequently,
for both modes, the gradual increase in Psmax leads to a
reduction in Pcmax, causing a decrease in maximum covert
rates to their respective optimized values, which then remain
constant. This delicate balance between the secure transmit
power Psmax and the covert transmit power Pcmax is crucial
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Fig. 6. Covert Rates versus the Covertness Requirement, ε

in shaping the observed phenomena. For the hybrid mode, the
maximum covert rate corresponds to the higher value between
the overlay and underlay modes. Therefore, it aligns with the
numerical value of the maximum covert rate under the overlay
mode.

Fig. 6 depicts how the covertness requirement ε affects
covert rates under different schemes. Fig. 6 reveals that, when
lacking IRS assistance, the covert rate consistently stays at
zero as ε increases. This outcome aligns with the observations
made from Fig. 2, Fig. 3, Fig. 4 and Fig. 5 for scenarios
without IRS assistance. Another observation is that when ε
increases, the covert rates under the IRS-assisted schemes
gradually rise. This phenomenon is attributed to the fact
that an increase in ε indicates a gradual relaxation of the
covert requirement, leading to an increment in the covert rate.
However, for the overlay mode, the absence of interference
from the secure signal has a dual impact. Initially, without the
protection of the secure signal, the stringent covert requirement
cannot be met, and thus the covert rate is kept at zero. When ε
increases, relaxing the covert requirement, the covert demand
under the overlay mode becomes achievable. Additionally, due
to the lack of interference from the secure signal, the covert
rate in the overlay mode surpasses that under the underlay
mode. For the covert rate under the hybrid mode, it takes
the larger value between the overlay and underlay modes.
Consequently, in the initial stage, its value aligns with that
of the underlay mode. However, as the overlay mode satisfies
the covert requirement later, the covert rate under the hybrid
mode matches that of the overlay mode.

Fig. 7 shows the covert rate versus the number of IRS
elements under different transmission modes. As the number
of IRS elements increases, the covert rate of all IRS-assisted
schemes improves due to the enhanced passive beamforming
gain. Although a larger IRS also increases the received signal
power at adversarial nodes, such as the warden and the
eavesdropper, the IRS phase shifts can be designed to favor
the legitimate link while mitigating signal leakage toward
these nodes. As a result, a net gain in covert transmission
performance is achieved as the IRS size grows. For the
underlay mode, the covert rate increases smoothly with the
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Fig. 7. Covert rate versus the number of IRS elements under different
transmission modes.
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number of IRS elements, benefiting from the masking effect
of the secure signal. In contrast, the overlay mode yields a
lower covert rate in the small-IRS regime due to the stringent
covertness constraint, but increases more rapidly as the IRS
gain improves, and eventually surpasses the underlay mode.
The hybrid mode follows the better of the underlay and overlay
modes, coinciding with the underlay mode for small IRS sizes
and switching to the overlay mode when it becomes superior.
In contrast, without IRS assistance, the covert rate remains
zero for all values of the number of IRS elements.

Fig. 8 illustrates how the maximum covert rates vary with
the covertness requirement ε across different modes. the
maximum covert rate remains at zero for scenarios without
IRS assistance. In scenarios with IRS assistance, the maximum
covert rate gradually increases with the rising ε under the
underlay mode. Meanwhile, in the overlay mode, the maxi-
mum covert rate initially stays at zero before surpassing the
values of the underlay mode and continuing to rise. In the
hybrid mode, the covert rate initially aligns with that of the
underlay mode. Once the security rate in the overlay mode
meets the minimum required threshold, the numerical values
of the covert rate become equivalent to those in the overlay
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Fig. 9. Convergence behavior of the proposed algorithm under different
transmission modes.

mode. These phenomena are consistent with what is observed
in Fig. 6.

Fig. 9 shows the convergence behavior of the proposed
algorithm. The covert rate increases rapidly at the beginning
and stabilizes after about 15–20 iterations. The underlay mode
converges to a lower value, while the overlay mode achieves
higher performance. The hybrid mode always selects the better
one and attains the highest covert rate. The small variations
are caused by alternating optimization updates.

IX. CONCLUSION

This paper investigated the simultaneous covert and secure
transmissions with the support of IRS in a WCS. Specifically,
we maximized the covert rate while satisfying secure trans-
mission requirement by a joint optimization of covert transmit
power, total transmit power and IRS reflect beamforming
under the underlay and overlay modes, respectively. We also
proposed a hybrid mode for further enhancing the covert
rate performance with the constraint of secure transmission.
Extensive numerical results show that the IRS can improve
the performance of covert and secure transmissions. Future
work will consider extending the proposed framework to sce-
narios with multiple IRSs, where coordination among different
reflecting surfaces needs to be addressed.
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APPENDIX

A. Proof of Lemma 1

Proof: We note that√
Pc (hIWΘhLI) =

√
Pc

(
N∑

n=1

hIWnθnhLIn

)
, (73)

where hIWn
and hLIn are the n-th element of the wireless

channel hIW and hLI , respectively.
Due to the unavailability of knowledge regarding hIW

and hLI at Warden, only the statistical information of
hIWn ∼ CN (0, σ2

IW ) and hLIn ∼ CN (0, σ2
LI) are ac-

cessible, where σ2
IW and σ2

LI represent the variances of
the noise on the channels hIWn

and hLIn , respectively.
Consequently, (hIWΘhLI) ∼ CN (0, A), where A =

σ2
IW

(∑N
n=1 q

2
n|hLIn |2

)
. As a result, |hIWΘhLI |2 follows

an exponential distribution with parameter λA. Building on
this observation and referencing equation (6), the false alarm
rate under the underlay mode can be expressed as

PU
FA = P (D1|H0)

= P (TU > γU |H0)

= P

(
|hIWΘhLI |2 >

γU − σ2
W

Ps

)
= 1− P

(
|hIWΘhLI |2 ≤ γU − σ2

W

Ps

)

=


1, γU < σ2

W ,

1−
∫ γU−σ2

W
Ps

0

λA exp(−λAx) dx, σ2
W ≤ γU ≤ ϕ1,

0, γU > ϕ1,

(74)

and
PU
MD = P (D0|H1)

= P (TU < γU |H1)

= P
(
|hIWΘhLI |2Pc + |hIWΘhLI |2Ps + σ2

W < γU
)

=


0, γU < ϕ1,∫ γU−σ2

W
Pc+Ps

0

λA exp(−λAx) dx, ϕ1 ≤ γU ≤ ϕ2,

1, γU > ϕ2,

(75)

which completes the proof of Lemma 1.

B. Proof of Lemma 2

Proof: Based on the binary hypothesis testing adopted by
Warden, and according to equation (12), the false alarm rate
under the overlay mode can be expressed as

PO
FA = P (D1|H0)

= P (TO > γO|H0)

=

{
1, γO < σ2

W ,

0, γO ≥ σ2
W ,

(76)

PO
MD = P (D0|H1)

= P (TO < γO|H1)

= P
(
|hIWΘhLI |2Pc + σ2

W < γO
)

=


0, γO < σ2

W ,∫ γO−σ2
W

Pc

0

λA exp(−λAx) dx, σ2
W ≤ γO ≤ ϕ1,

1, γO > ϕ1,

(77)

which completes the proof of Lemma 2.

C. Proof of Lemma 3

Proof: Due to the unavailability of knowledge regard-
ing hIJ and hLI at Lisa, she only knows the statis-
tical information of hIJn

∼ CN (0, σ2
IJ) and hLIn ∼

CN (0, σ2
LI). As such, (hIJΘhLI) ∼ CN (0, B), where

B = σ2
IJ

(∑N
n=1 q

2
n|hLIn |2

)
. Here, σ2

IJ and σ2
LI are noise

variances of the channels hIJn and hLIn , respectively. As a
result, |hIJΘhLI |2 follows an exponential distribution with
parameter λB .

Based on the definition of transmission outage probability,
it follows that

δUJ = P
[
log2(1 + ΓU

J ) < R
]

= P
(
ΓU
J < 2R − 1

)
= P

(
Pc|hIJΘhLI |2

Ps|hIJΘhLI |2 + σ2
J

< 2R − 1

)

=

∫ σ2
J (2R−1)

Pc+Ps−2RPs

0

λB exp(−λBx) dx

= 1− exp

[
− λBσ

2
J(2

R − 1)

Pc + Ps − 2RPs

]
,

(78)

which completes the proof of Lemma 3.

D. Proof of Lemma 4

Proof: Given the definition of transmission outage prob-
ability, it can be inferred that

δOJ = P
[
log2(1 + ΓO

J ) < R
]

= P
(
ΓO
J < 2R − 1

)
= P

(
Pc|hIJΘhLI |2

σ2
J

< 2R − 1

)
= P

(
|hIJΘhLI |2 <

σ2
J(2

R − 1)

Pc

)

=

∫ σ2
J (2R−1)

Pc

0

f|hIJΘhLI |2(x) dx

=

∫ σ2
J (2R−1)

Pc

0

λB exp(−λBx) dx

= 1− exp

[
−λBσ

2
J(2

R − 1)

Pc

]
,

(79)

which completes the proof of Lemma 4.
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E. Proof of Theorem 1

Proof: Following equations (2), (15), and (16), Warden’s
total detection error rate can be expressed as

ξU =


exp

[
λA

σ2
W − γU

Ps

]
, σ2

W ≤ γU < ϕ1,

1− exp

[
λA

(
σ2
W − γU

Pc + Ps

)]
, ϕ1 ≤ γU < ϕ2,

1, otherwise,

(80)

where ϕ1 = |hIWΘhLI |2Ps + σ2
W , and

ϕ2 = |hIWΘhLI |2Pc + |hIWΘhLI |2Ps + σ2
W .

• Case I: For γU < σ2
W and γU > ϕ2, ξU = 1, repre-

senting the worst-case scenario for Warden. Therefore,
Warden does not set the optimal threshold γ∗

U in these
regions.

• Case II: For σ2
W ≤ γU < ϕ1, to determine the

monotonicity of ξU , we calculate the first derivative of
ξU with respect to γU and obtain

∂ξU

∂γU
= −λA

Ps
exp

[
λA

σ2
W − γU

Ps

]
< 0. (81)

Thus, ξU is a continuously decreasing function of γU , im-
plying that Warden will set ϕ1 as the optimal threshold γ∗

U

to minimize his total detection error rate ξU . Therefore,

ξ∗U = exp
(
−λA|hIWΘhLI |2

)
. (82)

• Case III: For ϕ1 ≤ γU < ϕ2, employing the same
method, we also calculate the first derivative of ξU with
respect to γU and get

∂ξU

∂γU
=

λA

Pc + Ps
exp

[
λA

(
σ2
W − γU

Pc + Ps

)]
> 0. (83)

Then, we know that ξU is a continuously increasing
function of γU . Thus, Warden also sets ϕ1 as the optimal
threshold to minimize ξU in this case. Therefore,

ξ∗U = 1− exp

(
−λA|hIWΘhLI |2

Pc + Ps

)
. (84)

Consequently, ξ∗U corresponds to the minimum value be-
tween equations (82) and (84), thereby concluding the proof
of Theorem 1.

F. Proof of Theorem 2

Proof: Building upon equations (2), (17), and (18), we
can derive the overall detection error rate ξO observed by
Warden as

ξO =

1− exp

[
λA

(
σ2
W − γO

Pc

)]
, σ2

W ≤ γO ≤ ϕ1,

1, otherwise.
(85)

We first notice that Warden will not set the optimal detection
threshold γ∗

O in the range where ξO = 1. Next, to evaluate the
monotonic behavior of ξO within the range of σ2

W ≤ γO ≤ ϕ1,

we calculate the first derivative of ξO with respect to γO and
get

∂ξO

∂γO
=

λA

Pc
exp

[
λA

(
σ2
W − γO

Pc

)]
> 0. (86)

Therefore, the overall error rate ξO is a monotonically
increasing function of γO. Warden will choose σ2

W as the op-
timal threshold γ∗

O to minimize ξO. By substituting γ∗
O = σ2

W

into equation (85), we obtain equation (45), thus concluding
the proof of Theorem 2.

G. Proof of Proposition 1

Proof: To analyze the convexity of the objective function
in (35a), we rewrite it as

RU
c (Pc, Ps) = κ · exp

(
− α

Pc − βPs

)
, (87)

where α = λBσ
2
J(2

R − 1) > 0 and β = 2R − 1 > 0 are
constants, and κ > 0 is a positive scaling constant.

Let us define an intermediate function z(Pc, Ps) = Pc −
βPs. Then, define

g(Pc, Ps) = − α

z(Pc, Ps)
= −α · 1

Pc − βPs
. (88)

The function z(Pc, Ps) is affine and therefore convex. Since
z > 0, the function h(z) = −α/z is concave on this domain.
Thus, g(Pc, Ps) = h(z(Pc, Ps)) is the composition of a
concave function with an affine mapping, and is therefore
concave.

Now, consider the full objective function:

RU
c (Pc, Ps) = κ · exp(g(Pc, Ps)). (89)

Since exp(x) is a convex and non-decreasing function,
and g(Pc, Ps) is concave, the composition f(g(Pc, Ps)) =
exp(g(Pc, Ps)) is convex by the composition rule for convex
functions. Therefore, RU

c (Pc, Ps) is a convex function over the
domain Pc−βPs > 0. This concludes the proof of Proposition
1.

H. Proof of Proposition 2

Proof: Let α = λBσ
2
J(2

R − 1) > 0. Then the objective
function becomes

RO
c (Pc) = κ exp

(
− α

Pc

)
, Pc > 0. (90)

Its second derivative is

d2RO
c

dP 2
c

= κ exp

(
− α

Pc

)(
α2

P 4
c

− 2α

P 3
c

)
= κ exp

(
− α

Pc

)
· α

P 4
c

(α− 2Pc) (91)

Since κ > 0, α > 0, and Pc > 0, the sign of the second
derivative depends on α− 2Pc. Thus,

Pc <
α

2
. (92)

Therefore, RO
c (Pc) is convex for 0 < Pc < α/2. This

concludes the proof of Proposition 2.
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